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II

Architecture

MunhumutapaAlphablockchainismadeupofatwotiermodel;

3.LocalChains

Thesetypesofchainsarebuiltontopofbetachainsandarebuiltforsmalllocal
communitiestoallowthem tocreatelocalledgersforvarioususesandinformation
storageandtracking.Anexampleistheuseoftheidentitybetachainbasedlocalchain
whichmayhelpuniversitiesissuedigitalstudentID'swhichareloadedwithacurrency
andareusedtopayforfoodandlibraryfees.

Suchlocalchainswillhelpsmallorganisationstocreatestructuresandsystemsbased
onblockchaintechnologiesminusthecomplexitiesandneedforexpertservices.

2.Betachains

ThesearechildchainsbuiltontopofMunhumutapawhichwillofferdifferent,
economicspecificservicestousers.betachainsaredesignedwithclientbased
propertiesadvancedonthealpha-chainwhileutilizingtheinfrastructureandsoftware
system ofMunhumutapa.

Transactionsexecutedonthesebetachainsareconfirmedandvalidatedbyanetwork
ofpermissionednodescalledbinderswhichcombinethebetachaintransactionsinto
betablocks.

ForeachbetachainisabetablocksubmittedtotheMunhumutapaalpha-chain.

Allthebetachainservicesareintegratedontothealphablockchain.Thisinnovative
mechanism allowsaddressestoconnectanddisconnectfrom chainsseamlesslyfor
securityandprivacy.

Eachchildchainwillhaveaspecificcorefunctionwhereappsbuiltonithaveaccess
onlytoachain'scoreservice.

1.Alpha-chain

Themainblockchain,Munhumutapa,willbewerealpha-transactionsareaddedtothe
forgedblocks.Thealpha-transactionsaregroupedtogetherwithtransactionsonthe
alpha-chainandablockisforgedandaddedtotheAlphablockchain.Tocreateablock,
oneofthenodesisrandomlyselectedthroughaProof-Of-Stakeprotocoltoforgea
blockwhichisthenaddedtotheMunhumutapablockchain.
Alpha-chaintransactionsarelimitedtoMunhumutapaEnergytransfersonly.
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Accounts&Addresses

Munhumutapaadopts25519EllipticCurveandSHA256asitsunderlyingcryptographic
base.Forausertoconnecttotheblockchain,anaccounthastobeinitiallycreated.At
thefirstinstanceofaccountcreation,apassphraseisgeneratedfortheuserwhichis
privateandonly

visibletotheuser.Thispassphraseisanaccount'sprivatekeyandissolelytheuser's
responsibilityandconsequently,itssafe-keeping.Losingthepassphrasewillresultin
thelossoffundswhichwillbeforeverlockedintheaccount.

However,anaccountisnotactivatedi.eaddedtotheblockchainuntilanoutgoing
transactionisexecutedandeffectivelyconfirmed.

Munhumutapaaccountstaketheform ofa64-bitnumberaddresswhichisgenerated
byaseriesofoperationsfrom theaccount'spassphrase.Theoperationisthus
summarisedas;

Theprivatekeyishashedfrom theaccountpassphraseusingSHA256and
subsequentlyencryptedintoa256-bitpublickeythroughtheuseofCurve25519.

TocreateanaccountID,thepublickeyundergoesanotherSHA256hashingand
encodingtogiveanaddressoftheformat:MUNHU-xxxx-xxxx-xxxx-xxxxx

AccountStates

Anaccountisauser'sgatewaytotheMunhumutapablockchainandiscomposedof
varyingdegreesofstatesdependingonitstransactions.Thesestatesare:

A.AccountBalance

-Activeaccountbalancei.eMunhumutapaCoin,MunhumutapaEnergyCoin,
mCurrencies,MutapaEnergyCoinsandtotemsavailablefortransactions.

-Transitionalaccountbalancei.ebalancesofunconfirmedtransactions.Ifconfirmed,
theactiveandtransitionalbalancesareadjustedaccordingly.

-ForgeRewardsaccountbalancei.ebalancesacquiredfrom forgingblocks.

B.Associateddatafiles

-filesincludeidentitydocuments,mAUTHdocumentsassociatedwiththeaccount.

C.Singleormulti-signatorystateand/orassociations

D.ForgingHistory

E.LeasingHistory

AddressCollisions

Asmoreaccountsarecreatedontheblockchain,instancesofsimilaraddressesbeing
generatedareverymuchpossible.Theseinstancesaredestroyedbyensuringpublic
keysgeneratedfirstaretheonlyonepermittedandtherestarerejected.
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TransactionsonMunhumutapa

TosendandreceiveMunhumutapaand/ortotems,assetsandfiles,auserneedsto
haveanactiveaccount.

Anaccountalsoneedstoholdasufficientamountofenergyfeespayableonlyin
Energytoexecuteanoutgoingtransaction.Thereisnoenergyfeespaidforan
incomingtransaction.

TransactiontypesonMunhumutapa:

-PaymentsandFundsTransfers

Thesearetransactionswhichinvolvethetransferoffundsfrom onetoanother.

-AccountControlTransactions

Thesearesetandlimitedtypeswhichinclude:

VaultinginMunhumutapaBank
LendinginMunhumutapaBank
BalanceleasingforforgingontheMunhumutapaalphachain.

-Messaging

PlainorEncrypted

Userscansendplaintextorencryptedmessagesfrom oneaccounttotheother.

Voting

Asademocraticeconomy,userscanvoteonMunhumutapaondifferentgivenpolls.
Votingcanbeinitiatedforappointments,fundsuseetc.
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TransactionProcess

Foranoutgoingtransaction,anaccountwithasufficientbalanceofMUNHU/MUTAPA
andtoken/coinsendsitstransactiontoanodewhichprocessesthattransactionand
broadcastsittoothernodesinthenetwork.

1.Thesendersetstheconditionsandparametersforthetransaction.Theparameters
andconditionssetinclude;

Aprivatekeyfortheaccount
Asufficientenergyfeeforthetransactioni.etransactionfee.
Executiontimeperiodlimit.
Atransactionreferencemessage(optional)

2.Allvaluesforthetransactioninputsarechecked.Forexample,mandatory
parametersmustbespecified;feescannotbelessthanorequaltozero;atransaction
deadlinecannotbelessthanoneminuteintothefuture;ifareferencedtransactionis
specified,thenthecurrenttransactioncannotbeprocesseduntilthereferenced
transactionhasbeenprocessed.

3.Ifnoexceptionsarethrownasaresultofparameterchecking:

Thepublickeyforthegeneratingaccountiscomputedusingthesuppliedsecret
passphrase

Accountinformationforthegeneratingaccountisretrieved,andtransaction
parametersarefurthervalidated:

Thesendingaccount’sbalancecannotbezero
Thesendingaccount’sbalancemustnotbelowerthanthetransactionamount
plusthetransactionfee.

4.Ifthesendingaccounthassufficientfundsforthetransaction:

Anewtransactioniscreated,withatypeandsubtypevaluesettomatchthekind
oftransaction being made.Allspecified parameters are included.A unique
transactionIDisgeneratedwiththecreationofthetransactionrequest.
Thetransactionissignedusingthesendingaccount’sprivatekey
Theencryptedtransactiondataisplacedwithinamessageinstructingnetwork
peerstoprocessthetransaction
Thetransactionisbroadcasttoallpeersonthenetwork.

Thetransactionisthenincludedinablockandaddedtotheblockchain.Thisprocessis
howeveronlyfortransactionswhichareexecutedonthealphachaini.etransactions
thataltermCurrencies,MunhumutapaCoinandMunhumutapaEnergyCoinbalances.
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BetachainTransactions

Binding

BetachaintransactionsarenotprocessedonthealphachainasareMunhumutapaCoin
andEnergy.Instead,betachaintransactionsaregroupedintobetablocksbyeligible
nodesthroughtheprocessofbinding.Thebetablockonlycarriesthetransactionsofa
particularbetachainandthesetransactionsaredenominatedinthechainownenergy
token/coin.Transactionfeesforbetachainsarepaidintheirnativecoinstothebinders
whowillpaythetransactionfeesinMUNHUetotheforgers.Thebetablocksarethen
includedasasinglebeta-transactiontoforgers.Betablockscanhaveamaximum of
100betachaintransactions.

BindingPricing

Eachbinderhasthefreedom tosettheirownbindingfeeprovideditisnotlessthanthe
minimum defaultfee.Binderswillbroadcasttheirfeestouserswhoalsocanchoose
theirownpreferredbinderbasedonfeeschargedortrust.Userscanalsorunpersonal
bindersforthemselvesespeciallythosewithfrequenttransactionsubmissions.

Forging

ForgingRewards

MunhumutapaEnergybalancesaretheacceptedasstakeonMunhumutapa.Thefees
paidforeachtransactionbybindersaretherewardsreceivedbyaforgerwhenthey
successfullyforgeablock.Theblockchainalreadyhasaminimum acceptableenergy
feewhichensurestransactionsareguaranteedconfirmation.Howeverduetohighlevel
trafficinsometimeperiods,forgersmayprioritiseincludingtransactionsofferingmore
rewardsintheirforgedblocks.Insuchcases,ausermightopttoincreasetheamount
offeesassociatedwiththeirtransactionsforthem tobeconfirmedfaster.

BalanceLeasing

Munhumutapaallowsaccountstoleaseeachotherbalancesforforging.Withbalance
leasingontheblockchain,auser'sbalanceisnottransferredtotheleasee'saccount
butonlyitsforgingpower.Thismeansthebalanceleasercanspendandcontroltheir
fundsnorm-Storeyevenwhentheyareleasingtheirbalance.Theobvioususeofthis
featureisthecreationandrunningofforgingpoolswhereaccountsputtogethertheir
forgingpowertoboosttheirforgingprobabilityandsharetherewards.Theshared
rewardforeachpoolcontributerwilldependontheagreedconditionsandthetrustof
networkusers.
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TransactionValidations

Nodes

NodesareanydevicesrunningtheMunhumutapablockchainatanygiven
time.Transactionsareprocessedbynodesonthenetwork.

Whenonline,eachnodecanprocessandvalidatetransactionsaswellasinformation
from forgedblocks.Nodesalsoparticipateintheforgingprocessaslongastheymeet
thesetrequirementsandreceiveandbroadcastinformationwhichincludesvalid
transactionsandblocks.Inaproposed(currentlybeingdevelopedsys)system,nodes
willhaveaglobaltrustvaluebasedontheEigenTrustAlgorithm

Blocks

AblockisacollectionofvalidtransactionsexecutedonMunhumutapaalphachainand
bindedbetachaintransactions.BlocksonMunhumutapacontainamaximum of10
transactionsandablockisforgedevery60seconds.Onlyonebetablockperbetachain
canbeincludedinaforgedblock.Theseblocksareproducedinsuccessioninachain-
likeorganisationfrom whichterm,blockchainisderived.Onceablockisaddedtothe
chain,itispermanentandcannotbealteredinanyway.Eachnodeinthenetworkthus
storesthisblockchain.

BlockComposition

Ablockalsocarriesotherinformationontopofthetransactionrecords.Ithasits
ownidentificationparametersstoredonitforreferencesandvalidation.Theblock
contains;

Ablockversion,heightandblockidentificationtag

Ablock'stimestamp

Ahashofthepreviousepochanditstimestamp

Slotidentitytag

Thepublickeyandidentificationofitsforger

TheIDandhashofthepreviousblock

Thenumberoftransactionsstoredintheblock

ThetotalamountofMUNHUcarriedbytheblock.

transactiondataofentriesintheblockandrespectivetransactionidentification

Thepayloadlengthandhashvalueofitspayload

Theblock’sgenerationsignature

Asignaturefortheentireblock
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Consensus:Proof-Of-Stake(PoS)

ProofofStakeProtocols

MunhumutapablockchainwillinitiallyuseanaiveProof-of-Stakeprotocoltoreach
consensusbeforeupgradingtotheMunhumutapaPoSprotocolaftersixmonths.The
changewillcoincidewiththelaunchofthemCurrencysystem.AlthoughtheNxt'sproof
-of-stakealgorithm isrelativelysecure,MunhumutapaPoSwillsignificantlyenhance
thesecurityofthealphablockchain.

PureProofofStake

MunhumutapacurrentlyusesaTargetandHitrandom selectionalgorithm toselecta
forger.Tobedeterminedastheforger,acandidate'sHitvaluehastobelessthanthe
Targetvalue.

AHitvalueisdeterminedby:

1.Aforger'sPublickey

2.Signaturehashofthepreviousblock.

TheTargetforacandidateforgerisdeterminedby:

A.Uniform parameters;

1.BaseTarget

Thebasetargetisavalueofthethetimeperiodbetweentheforgingoftheprevious
twoblocks.Thisparameteristhesameforeveryforgingeligibleaccount.

2.TimeSinceLastBlock

Simplythetimeelapsedsincethelastforgedblock.

B.Non-Uniform parameter;

1.Effectivebalanceofcandidate.

TheEffectivebalanceofanaccountistheMUNHUanaccountholdswhichhasbeen
staticfor1440blocksormore.

2.NumberofConnectedPeers
Thenumberofpeersthenodeiscurrentlyconnectedto.

Formula
Togetthetargetvalue,thefollowingformulaisused:

Target=

BaseTarget*TimeSinceLastBlock*Effectivebalance*ConnectedPeersCount
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ComputingtheHitValue

EachblockontheMunhumutapablockchainhasagenerationsignatureparameter.
Duringtheblockforgingprocess,aforgercryptographicallysignstheblockwithits
publickeytocreatea64-bytesignature,whichisthenhashedusingSHA256.Thefirst8
bytesoftheresultinghashisthehitvalue.

PickingAForger

Thehitvalueandtargetvaluearesubsequentlycomparedandifthecondition:

Targetvalue>Hitvalue,

issatisfiedthentheaccountgetstoforgethenextblock.

CumulativeDifficulty

Todetermineanauthoritativeblockinaninstancewhentwoormoreblocksareforged
atonce,acumulativedifficultyvalueisused.

Thecumulativedifficultyvalueisderivedfrom thebasetargetvalueasfollows:

Let;

Dcbisthedifficultyofthecurrentblock

Dpbisthedifficultyofthepreviousblock

Tbisthebasetargetvalueforthecurrentblock,

Then

CumulativeDifficulty=Dpb+(2̂64)/Tb

Sowhenmultipleblocksareforgedandproposedsimultaneously,theblockwiththe
highestcumulativedifficultyistakenastheprogressiveandauthoritativeone.
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Security-ProofofStakeAttacks

NothingatStake

Inanothingatstakeattack,forgersattempttobuildblocksontopofeveryforkthey
findregardlessofvalidityandsincecostsareminimalthisattackistheoretically
possible.However,thelowblockrewarddoesnotwarrantsuchanaattackasthe
financialgainisalmostmeaningless.

HistoryAttack

Inahistoryattack,anattackertriestodouble-spendbyattemptingtocreatea
successfulforkfrom justbeforethetimewhentheirtokensweresoldortraded.Ifthe
attackfails,theattemptcostsnothingbecausethetokenshavealreadybeensoldor
traded;iftheattacksucceeds,theattackergetstheirtokensback.Tosuccessfullycarry
outsuchanattackneedsonetoobtaintheprivatekeysfrom oldaccountsanduse
them tobuildachainstartingfrom thegenesisblock.

ShufflingAttack

OnMunhumutapa,ahistoryattackshouldfailbecauseofthestaticstakerulewhich
enforcestheconditionthatfundsmustbestaticfor1440blocksbeforeanaccountcan
forgeandthecoupledwiththeverificationofthebalanceoftheaccountthatgenerates
eachblock.ThisisalsocircumventedonMunhumutapaastheblockchaincannotbere-
organizedmorethan1440blocksbehindthecurrentblockheight.

51%Attacks

UnderMunhumutapa,thedistributionandvalueofMUNHUmakessuchanattackvery
expensiveandultimatelyleadtoanimmeasurableloss.Foranattackertoacquire51%
oftheentirestake,theywouldhavetospendinexcessof$300millionprovidedthey
convincedMUNHUholderstosell.Evenifsuchanamountisacquired,successfully
carryingouttheattackcouldnotpossiblymatchthevalueexpendedontheattack.

GrindingAttacks

Insuchanattack,adishonestpartyinfluencestheforgerpickingalgorithm toselect
theirownchoiceandconsequentlyinfluencethechain'scontinuationpath.Since
Munhumutapainitiallyusesahitandtargetalgorithm,eachaccountcanonlygenerate
avalueuniquetoitselfwhichisdeterminedbytheeffectivebalanceofanaccount
subjecttothe1440staticstakeruletherebyisolatingaccountsfrom outsideinfluence.

SelfishForging

Inthistypeofattack,aforgermaywithholdblocksandstiflechainprogress.Itis
counteredonMunhumutapabyhavingthetargetcontinuouslyincreasinguntilanew
forgerisselectedandthusskippingtheselfishforgermakingtheirwithheldblock
invalidandwillbediscarded.Also,thechaincanonlybereorganisedonly720blocks
deepintothechainwhichdiscouragessuchaform ofattack.


